
Duncan A. Buell 
850 Hampton Creek Way 

Columbia SC 29209 
buell@acm.org 
803-479-7128 

 
May 17, 2017 
 
The Honorable Brian Kemp  
Georgia Secretary of State 
214 State Capitol  
Atlanta, Georgia 30334 
(Via email tfleming@sos.ga.gov ) 
 
Re: Supplemental information to May 10, 2017, Request for reexamination of voting 
system  
 
Dear Secretary Kemp: 
 
I am the technical adviser to the group of sixteen Georgia citizens who have formally 
requested a review of the voting system under the provisions of Georgia Code §21-2-
379.2. We have not received a response to our attached May 10, 2017, letter seeking your 
immediate reexamination of the touchscreen (DRE) voting system prior to the June 20, 
2017, special election in Congressional District 6.  
 
Your office was quoted in the press as stating, “We’ve received their letter, and we will 
provide a timeline and cost estimate for the review,” and “Georgia’s voting equipment is 
regularly tested by experts and local elections officials across the state. We have 
complete confidence in its accuracy and security.” 1 I wish to reiterate that the review 
that the citizens request should require no more than one day to review the system 
documentation and one day to prepare, review, and release your findings. Additionally, 
the cost of the reexamination should be borne by your office, given its responsibility to 
provide fair, accurate, and secure elections.  
 
Laboratory testing of machines to federal certification standards is not required to 
determine whether the machines can be “safely and accurately used” in the upcoming 
election. Adequate documentation exists in Kennesaw State University’s Center for 
Election Systems to reach the irrefutable conclusion that the DRE system is not secure 
                                            
1 http://www.ajc.com/news/state--regional-govt--politics/voters-seek-review-georgia-
voting-system-before-6th-district-runoff/FHtMDKqMsW0ojYZppnINKN/ 
 



and must not be used for future elections. A review of the records in the public domain 
demonstrates there is considerable doubt that the voting system is fit for use. Machine 
testing is not required to reach this conclusion.  
 
We are dismayed that by expressing your “complete confidence in its [the system's] 
accuracy and security” you have prejudged the system as adequate. Overwhelming 
technical evidence in the public domain details numerous significant security 
vulnerabilities in the system and demonstrates that such confidence is misplaced. We 
are certain that any responsible review of the system documentation and the academic 
research will rapidly conclude that the system cannot be used with reasonable assurance 
of its security and accuracy.  
 
We call your attention to three major security issues that have come to our attention and 
must be considered in your reexamination: 
 

1. Significant security vulnerabilities at the KSU Center for Election Systems 
 
Exhibit A is a recent internal Kennesaw State University general overview 
assessment of certain security issues at the KSU Center for Election Systems 
(CES). The assessment notes several significant security vulnerabilities. It is our 
view that documented security vulnerabilities create such critical questions of 
security that the “safe and accurate” use of the voting system cannot be assured 
for the upcoming June election. Even if all listed CES facility vulnerabilities were 
currently mitigated, it is quite possible that systems may have already been 
compromised in one or more ways that will remain undetected. Such potential 
compromises and security implications to the voting system components cannot 
be reasonably assessed in the near term.  
 
The CES security vulnerabilities noted in the assessment, considered in relation 
to the twelve issues listed in our May 10 letter attached, make it clear that the 
system cannot be used safely and accurately. 
 
Indeed, what can be inferred from the KSU report is that security and integrity 
measures that would be reasonable and obvious in any situation involving 
sensitive information were not in place at the CES. Such measures were possibly 
not even thought to be necessary for perhaps extended periods of time prior to 
the security incident. These measures included an acknowledged poor 
understanding of risk and a failure to recognize the value of the contents of at 
least one of the targeted servers, the use of software with well-known 
vulnerabilities, and a lack of established protocols for handling sensitive 
information. 



 
We note also that the only “successes” reported are procedural: CES and KSU 
were able to respond quickly when disaster struck, although thorough testing of 
the response effectiveness has apparently not been conducted. There are no 
successes mentioned that involve preventing disaster or mitigating a disaster’s 
effects, and the lack of such successes only decreases the trust that Georgia’s 
citizens should have in their elections. 
 

 
2. Significant violations of HAVA Section 301(a) 

 
We call your attention to the legal requirements of the Help America Vote Act 
that mandate minimum voting system security standards for audit capacity. The 
Election Assistance Commission (EAC) issued an advisory letter regarding audit 
capacity compliance on July 20, 2005 (Exhibit B). The system must comply with 
Sections 2.2.5.2.1 and 2.5.3.1 of the 2002 Voting System Standards.  
 
a. Section 2.2.5.2.1 requires the maintenance of accessible system logs. Fulton 

County Elections Department has stated that such records cannot be 
extracted on a timely basis. In fact, they require months of work to retrieve. 
(Exhibit C—Rocky Mountain Foundation’s FOIA response.) The physical 
security of such audit log information in the memory of the TS machine is 
inadequate because of lax security of the voting machines themselves in 
storage between elections as well as at the polling places before and after 
voting. Additionally, the audit logs can be manipulated and edited by using 
malware transferred via infected memory cards. Those memory cards can be 
exposed to malware because of the CES security vulnerabilities noted in 
paragraph 1 above or through malicious insertion of malware onto voter 
access cards as a result of lax security of e-pollbooks, such as the April 15, 
2017, Cobb County e-pollbook theft.  
 

b. Section 2.5.3.1 lists “Common Standards” required of voting systems. The 
voting system appears to be in significant violation of certain of those 
mandatory standards. 

 
(i). Paragraph f of this section requires that all audit information be available 
to be printed. The information includes ballot images (cast vote records) as 
required in Section 4.5. As noted in Exhibit C and in paragraph a above, such 
audit data is not, as a practical matter, available from Georgia’s voting system. 
 



(ii). Paragraph g requires that security must be in place to avoid alteration or 
destruction of data when election results are transmitted electronically. We 
question the adequacy of security of transmission of results from TSx units via 
modem to the GEMS server. Issue 4 of our May 10 letter raised this concern. 
Additionally, we believe that the encryption key for the TS machine is in the 
public domain and undermines any security of the votes or results 
transmitted in any fashion. (See issue 9, May 10 letter.) 

 
 
3. Significant Violations of FEC 1990 Voting System Standards 

 
It is our understanding that Georgia’s system was certified under the Federal 
Election Commission’s 1990 VSS standards, which requires audit trails as 
“essential for public confidence, for recounts, and in the event of litigation.” 2 
However, it appears that the system is not in compliance with numerous essential 
security and accuracy-related provisions of the 1990 VSS. I provide two 
examples: 
 
a. Similar to the HAVA requirements detailed in paragraph 2 above, VSS  

Sections 1.3.3, 2.3.2, and 3.2.4.2.5, among others, require the retention and 
accessibility of ballot images and activity logs. Yet the images and activity logs 
cannot be retrieved on a practical and timely basis to address transparency, 
recount, audit, or litigation needs.  
 

b. VSS Section 5.3 requires adequate measures to prevent unauthorized access 
to the system. As noted in paragraphs 1 and 2a above, the physical security 
vulnerabilities raised in our letter of May 10, demonstrate that security is 
critically inadequate and cannot meet the mandatory minimum standards.  

 
Significant noncompliance with any one of these individual mandatory provisions for 
security and accuracy renders the system unsafe for use in the upcoming June election. 
Considered in combination, the numerous significant violations summarized above and 
in the May 10 letter provide overwhelming evidence that the system cannot be 
reasonably certified to be safe and accurate for near-term use.  
 
The clear intent of the provisions of Georgia Code §21-2-379.2 is to provide a failsafe 
method to assure the security and accuracy of the voting system regardless of the official 
status of system certification. We wish to make it clear that the mere absence of detected 
and documented intrusions, malware, or irregularities is not an appropriate standard on 

                                            
2 page xxiii FEC 1990 Voting Systems Standards  



which to evaluate the security and accuracy of the system. The documented areas of 
current system vulnerability present clear evidence that past and future intrusions could 
easily go undetected. Given such overwhelming evidence, there is no reasonable path to 
reach a responsible conclusion that the system is secure and reliable for voter use in the 
near term.  
 
I reiterate the fact that laboratory testing is not required to ascertain that significant 
security issues are present. They cannot be overcome in the immediate future.  The 
system documents are sufficient to confirm the existence and proliferation of the serious 
issues we have noted. A review of these issues can be accomplished and documented in 
one to two days. We request that you make this issue a priority for your staff and the 
KSU Center for Election Systems. Your required reexamination of the voting system 
cannot be reasonably delayed. Early voting in the June 20 special election begins on 
May 30, and voters must not be permitted to vote on the clearly vulnerable system. 
 
Paper ballots are a safe, efficient, and cost-effective solution for the June 20 election. 
Given that there is only one contest on the ballot, hand counting of ballots in the 
precinct is easily accomplished and verified in a short period of time after the closing of 
the polls. It seems likely that results would be available at least as quickly with hand 
counting as with electronic tabulations and transmission, and possibly even more 
promptly.  
 
If your office or the KSU Center of Election Systems has questions about our concerns, I 
am happy to discuss them at your convenience. Additionally, I have the good fortune of 
having several computer scientist colleagues who have conducted extensive Diebold 
voting systems research and who are available to assist with any specific technical 
issues.  
 
I look forward to hearing from you very soon.  Thank you for your consideration in this 
matter.  
 
Duncan A. Buell 
 
(For informational purposes) 
Professor and NCR Chair in Computer Science and Engineering 
University of South Carolina 
Columbia SC 29209 
buell@acm.org 
803-479-7128 
 
 
cc: DeKalb County Elections, H. Maxine Daniels, Director voterreg@dekalbcountyga.gov 



Fulton County Elections, Director Richard Barron Richard.Barron@fultoncountyga.gov 
Cobb County Election Director Janine Eveler, info@cobbelections.org  
David Worley, State Election Board Member, david@ewlawllc.com 
Rebecca Sullivan, State Election Board Member, Rebecca.Sullivan@DOAS.Ga.Gov 
Judge Ralph Simpson, State Election Board Member, rfs@simpsonmediation.com 
Mustaque Ahamad, Atlanta, GA 30306 
David Bader, Atlanta, GA 30306 
Ricardo Davis, Woodstock, Georgia 30188 
Richard DeMillo, Atlanta GA 30305 
Virginia Forney, Atlanta, GA 30309 
Merrick Furst, Atlanta 30306 
Adam Ghetti, Atlanta, GA 30324 
Jeff Levy, Atlanta, GA 30306 
Rhonda J. Martin, Atlanta, GA 30305 
Paul Nally, Rydal, GA 30171 
Michael S Optiz, Marietta, GA  
Susan McWethy, Decatur, GA 
Renee Vorbach, Norcross, GA 
Anita Darden, Atlanta, GA 
Linda McPherson, Peachtree Corners, GA 
Michael Burke, Norcross, GA 
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Zimbra darmstea@kennesaw.edu 

Re: Incident Reponse Walk through 

From : Stephen C. Gay <sgay@kennesaw.edu> 

Subject: Re: Incident Reponse Walk through 

Mon, Apr 24, 2017 12:01 PM 

,£) 1 attachment 

To: Merle King <mking@kennesaw.edu>, Michael Barnes 
< mbarne28@kennesaw.edu > 

Cc : Lectra Lawhorne < llawhorn@kennesaw.edu >, Christopher M. 
Dehner <cmd9090@kennesaw.edu> 

Merle & Michael, 

Following up on this, one of the areas in which we are actively looking to 
grow is in the 11Post-Incident Activity 11 area and specifically working to 
understand what vectors led to a compromise and what KSU could have done 
better to close those vectors (or minimally detected earlier). For the 
Center for Election Systems incident, we adopted a format which GaTech 
shared to conduct document incident 11After Action Reports 11 • The document 
purposely vague in regards to the incident, but is highly tactical in 
prescribing mitigation steps to prevent future incidents. 

Can I ask you to review and provide your feedback, as I value your input and 
all mitigation is going to be conducted in a secure and collaborative 
manner. 

Thank you, 
Stephen 

----- Original Message-----
From: 11Merle King 11 <mking@kennesaw.edu> 
To: 11 Stephen C Gay 11 <Sgay@kennesaw.edu> 
Cc: 11Michael Barnes 11 <mbarne28@kennesaw.edu>, 11Lectra Lawhorne 11 

<llawhorn@kennesaw.edu>, 11 Steven Dean" <sdean29@kennesaw.edu> 
Sent: Tuesday, April 18, 2017 9:55:05 AM 
Subject: Incident Reponse Walk through 

Stephen - We are looking for assistance in designing and conducting an 
incident response exercise walk through for several difference scenarios 
here at the Center. Do you have a template or other guidelines that can help 
us organize the exercise? We would like to include our staff, UITS, and SOS 
IT staff in the exercise. 

Thanks in advance, 

Merle 

Merle S. King 

Executive Director 
Center for Election Systems 
Kennesaw State University 
3205 Campus Loop Road 
Kennesaw, Georgia 30144 

5/10/2017 8:50 AM 
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Voice: 470-578-6900 
Fax: 470-578-9012 

- CES AAR.docx 
45 KB 
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~~ -- STATE UN1ti~sn~ 
UITS Information Security Office 

Background 

Center for Election Systems 
Incident Date: March 1, 2017 

On Wednesday March 1st at 9:29pm, a member of the KSU UITS Information Security Office was 

contacted by a KSU faculty member regarding an alleged breach of data on the elections.kennesaw.edu 
server. UITS staff validated the vulnerability and notified the CIO regarding the incident. The data 
contained hosted on the identified server was outside the scope of student information and no student 
records are associated with this alleged breach. Log analysis identified that the largest file identified 
contained voter registration information for 6.7 million individuals. 

Actions Taken 

Within an hour of initial contact, the vulnerability was confirmed and firewall rules established to block 

access to elections.kennesaw.edu. On March 2, 2017, UITS-ISO pulled apache and Drupal logs, reported 
incident to USG, reset passwords, and seized the elections.kennesaw.edu server. On March 3, 2017, the 
FBI was engaged and the impacted server was turned over to FBI for investigation. 

IT staff which were reporting within the Center for Election systems were realigned to report within the 
University Information Technology Services Information Security Office and a walkthrough of the area 

performed to validate the isolated internal network's segregation from the public network. The 
elections backup server- unicoi - was removed from the Center and physically secured within UITS ISO 
Evidence Storage. 

On March 30th
, KSU employees (President Olens, CIO, AVP Strategic Communications, Legal Counsel, 

CISO, CES Representatives) met with the FBI and US Attorney's Office regarding the outcome of the 
Federal Investigation. Chad Hunt shared that the investigation had yielded no data that "escalates to the 
point of breach". KSU Released a statement to the media on 3/31/17 as follows: 

KENNESAW, Ga (Mar. 31, 2017)-Kennesaw State officials report there is no indication 

of any illegal activity and that no personal information was compromised following 

unauthorized access of a dedicated server at the Center for Election Systems. KSU 

officials were briefed yesterday by the Federal Bureau of Investigation (FBI). 

University officials were first notified of the situation on March 1 and immediately 

isolated the server. Officials also contacted the Office of the Secretary of State and 

federal law enforcement, which prompted the FBI investigation. According to the 

FBI, the server was accessed by an outside security researcher. No student data was 

involved. 

"We are working with experts within the University System of Georgia and an 

outside firm to validate that KSU's systems are secured and meet best practice 

standards," said KSU President Sam Olens. "We greatly appreciate the speed and 

dedication of the FBI and the U.S. Attorney's Office in helping us resolve this issue." 

Rev 0.02 
04/18/17 
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~~ -- STATE UNI~i~sn~ 
UITS Information Security Office 

Financial Impact 

Center for Election Systems 
Incident Date: March 1, 2017 

None, although if it was determined that the data hosted on elections.kennesaw.edu was maliciously 

disclosed, the notification and credit monitoring would have been approximately $2 million. 

Successes 

The following list describes those actions or systems that worked as intended, or better than 

anticipated, during the execution of incident and breach response activities: 

o The UITS ISO Incident Response process worked as intended, isolating the server and 

preserving evidence for later analysis and hand-off to federal authorities. 

o The time between initial report and the server being isolated was approximately 60 

minutes. 

o The open dialog between the faculty incident reporter and the Office of the CIO staff 

facilitated timely notification and rapid response time. 

o Having regular conversations with Legal Affairs, Strategic Communications, Center for 

Election Systems staff, and the Office of the CIO ensured that all parties were informed 

on developments, allowing for individual planning in each respective area. 

Opportunities for Improvement 

1. Issue: Poor understanding of risk posed by The Center for Election Systems IT systems. While a 

previous server scan and an external researcher had helped UITS understand the high threat 

level of CES systems, the lack of understanding the hosted data set led to an incomplete picture 

of the asset value. This resulted in the existence of a high risk server (High Asset Value/ High 

Threat Level) which should have been prioritized. 

Action item(s): An objective 3'' party was hired to conduct a threat assessment for externally-facing 

applications. In addition, funding was secured to extend the current KSU vulnerability scanning 

engine to allow for external scans. Once these scans are complete, a thorough analysis of all 

vulnerable systems will quantify the threat level and remediation plans will be developed (and 

incorporated into remediation projects) 

Action Item Owner(s): UITS Information Security Office 

2. Issue: Elections webserver and Unicoi backup server are running a vulnerable version of Drupal 

and vulnerable to exploitation. 

Action Items: Elections (externally-facing) was seized immediately and Unicoi (isolated network) 

was seized thereafter. Both were placed in ISO Secure Storage. UITS provisioned a dedicated virtual 

server, FS-ES, and business documents were moved to a newly provisioned server. This share is 

limited the CES subnet and CES Active Directory group users. Server administrators are limited to 2 

UITS 155 Staff Members. 

Action Item Owner: UITS-15O, UITS-155, CES Staff 

3. Issue: CES confidential data handling processes were not defined. 

Action Items: Business processes were developed, documented, and implemented to ensure 

confidential data is handled appropriately. CES technicians were issued Iron Key encrypted hard 

Rev 0.02 
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~~ -- STATE UN&i~SITA Center for Election Systems 
UITS Information Security Office Incident Date: March 1, 2017 

drives and secure FTP transfers established with Georgia Secretary of State's Office. To date, all 

processes have been approved by the Georgia Secretary of State's Office. 

Action Item Owner: UITS-I5O, CES Staff, Georgia Secretary of State Office 

4. Issue: Center for Election System IT staff is not aligned with the University Information 

Technology Services, creating a scenario in which institutional risk could be accepted without 

CIO awareness. 

Action Items: CES IT staff reporting structure realigned to mirror UITS TSS model. CES IT staff will 

report directly to UITS-I5O while directly supporting the CES. Additionally, all processes will align 

with USG and KSU data security policies. Strategically, UITS is launching a project to engage all 

external IT in order to better understand university-wide IT risk. 

Action Item Owner: UITS-I5O, CES Staff 

5. Issue: Room 105a, the elections private network data closet, was not latching properly due to 

lock/door misalignment. 

Action Items: CISO contacted Chief of Police to have lock and door aligned. Work was completed 

within one business day. ISO to develop processes to review access logs on a scheduled basis. 

Action Item Owner: UITS-I5O. KSU UPD, CES Staff 

6. Issue: The elections private network data closet contains a live network jack to the 
· ' Q bl fZ >-(Public network) 

Action Items: UITS-I5O should acquire color-coded Ethernet Jack block-outs to "lock" all ports in the 

data closet to the public network AND to "lock" all ports to the private network outside the data 

closet. Key's should be maintained by 155 and ISO, necessitating consulting with UITS staff before 

connecting devices. 

Action Item Owner: UITS-I5O, UITS-I55 

7. Issue: A number of IT Assets within the Center for Elections Systems have reached end-of-life 

and need to be replaced or migrated to different infrastructure. 

1. Rackmount UPS Battery backups (one displaying warning light) 
Recommendation: Replace batteries as needed and move under UITS 155 management 
2. 3com Switches -Age 10+ years -- No Support -- L2 only 
Recommendation: Replace and move under UITS 155 management 
3. Dell 1950 (Windows Domain Controller) -Age 10+ years 
Recommendation: Surplus 
4. Dell PowerEdge R630 -Age 1 year 
Recommendation: Migrate services from Dell 1950 and move under UITS 155 
management on CES Isolated Network 
5. EPIC -Vision Computer-Age Unknown - Ballot creation box 
Recommendation: Continue as I5O/CES managed 
6. EPIC Files - Dell 1900 -Age 6+ years - Ballot backups 
Recommendation: Surplus 
7. NAS - Dell 1900 -Age 6+ years - CES Isolated Network NAS 
Recommendation: Surplus 
8. elections.kennesaw.edu - Age 5 years - Dell PowerEdge R610 

Rev 0.02 
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~~ 
-- STATE UNI·~ir;sn~ Center for Election Systems 
UITS Information Security Office Incident Date: March 1, 2017 

Recommendation: Format and reinstall on CES Isolated Network as NAS 
9. unicoi.kennesaw.edu -Age 6+ years. Dell PowerEdge 1950 
Recommendation: Surplus 
10. Web server backup 
Recommendation: Surplus 

Action Item Owner: UITS-ISO, UITS-ISS, CES Staff 

8. Issue: An operating system and application security assessment has not been conducted on the 
CES Isolated Network 

Action Items: UITS-ISO should perform a stand-alone security assessment of the CES Isolated 

Network using a laptop-based scanning engine. Servers and workstations should be hardened based 

on the scan results and regular testing of the network scheduled. 

Action Item Owner: UITS-ISO, UITS-155, CES Staff 

9. Issue: A wireless access point was found when UITS did a walkthrough of the CES House 

Action Items: Understanding the risk that a wireless access point presents to the CES isolated 

network, UITS-ISO should prioritize CES for wireless network upgrade and put guidelines in place 

which prohibit the use of non-KSU wireless devices in the house. 

Action Item Owner: UITS-ISO, UITS-ISS 

10. Issue: Inconsistent port colors in House 57. Data outlets throughout the building have different 

color bezels to indicate which network is public and which is private: 

Red= analog voice/phone 

Green= KSU data public network 

Blue= Elections private network 

White= Elections 2nd private network 

Since the original cabling installation the two private networks established for elections now act 

as a single private network. In room 105a, the blue cables terminate to one patch panel and the 

white cables terminate to another patch panel. They have connected jumpers from both of 

these patch panels to the same switch thus eliminating any separation by the colors Blue or 

White. 

Action Items: Jacks for the public and private network should be reinstalled to conform to campus 

color standards. Additionally, jacks from the public and private networks should be on different 

panels. The total cost of this change will be approximately $3,000. 

Action Item Owner: UITS-ISO, UITS-ISS 

Rev 0.02 
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U.S. ELECTION ASSISTANCE COMMISSION 
1225 New York Ave. NW – Suite 1100 
Washington, DC 20005 
 

 
 
July 20, 2005 
 
  
EAC Advisory 2005-004: How to determine if a voting system is compliant 

with Section 301(a) – a gap analysis between 2002 
Voting System Standards and the requirements of 
Section 301(a) 

 
 The United States Election Assistance Commission (EAC) has received a 
number of inquiries from several states as to whether one or more particular voting 
systems comply with Section 301(a) of the Help America Vote Act of 2002 (HAVA).  
In addition, in one of its recent public meetings, EAC was asked to conduct an 
analysis to identify the gaps between the 2002 Voting System Standards adopted by 
the Federal Election Commission (FEC) and the requirements for voting systems 
under Section 301(a) of HAVA.   EAC is not required by HAVA to preclear or 
approve voting systems purchased by states and local election jurisdictions.  
Furthermore, EAC does not believe that it was the intention of Congress or HAVA 
for EAC to assume this role.  However, it is evident that states and local election 
jurisdictions as well as testing laboratories are in need of information that will help 
in determining whether a voting system meets the threshold requirements of 
Section 301(a).  Thus, EAC offers the following analysis of Section 301(a) in light of 
the 2002 Voting System Standards. 
 

Title III of HAVA, entitled “Uniform and Nondiscriminatory Election 
Technology and Administration Requirements,” imposes certain requirements upon 
states and local jurisdictions conducting federal elections.  Section 301(a) sets forth 
the standards that voting systems must meet after January 1, 2006.  Those 
requirements include functions and features that, among other things:  (1) allow the 
voter to review his or her selections privately and independently prior to casting a 
ballot; (2) allow the voter to change his or her selections privately and 
independently prior to casting a ballot; (3) notify the voter when he or she has made 
more selections in a single race than are permitted (overvote); (4) provide for the 
production of a permanent paper record suitable to be used in a manual recount; (5) 
provide voters with disabilities, including visual disabilities, the same opportunity 
for access and participation (including privacy and independence) as for other 
voters; (6) provide accessibility in minority languages for voters with limited 
English proficiency as required by the Voting Rights Act of 1965; and (7) provide for 

 1
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an error rate in operating the voting system that is no greater than the error rate 
set forth in Section 3.2.1 of the 2002 Voting System Standards adopted by the 
Federal Election Commission (FEC). 

Although the 2002 Voting System Standards set forth measurable standards 
that predict compliance with some of the Section 301(a) requirements, those 
standards do not provide sufficient and adequate guidance as to what is required to 
meet the accessibility requirements of Section 301(a)(3); do not prescribe testable 
measures for language accessibility required by Section 301(a)(4) of HAVA; and do 
not prescribe standards that adequately explain the requirements for overvote 
notification required by Section 301(a)(1) of HAVA.    As such, EAC issues the 
following policy statement to identify the gaps between the 2002 Voting System 
Standards and the requirements set forth under Section 301(a) of HAVA and to 
explain what is needed to meet the requirements of Section 301(a) above and 
beyond the testing requirements established in the 2002 Voting System Standards.   

Section 301(a)(1):

The requirements of Section 301(a)(1) of HAVA are met if the voting system 
(1) conforms and complies with Section 2.4.3.3 of the 2002 Voting System Standards
and (2) notifies the voter through a visual and/or audio message prior to casting the
ballot when the voter makes more selections than are legally allowed in a single
race or contest (overvote):

(a) that an overvote has occurred and
(b) the effect of overvoting.

Following that notification, the voting system must allow the voter to change his or 
her selection(s), if so desired.  Voting systems that preclude and prohibit overvoting 
meet this requirement.  Notwithstanding the above, certain paper ballot voting 
systems may meet the overvote requirements of Section 301(a)(1)(A)(iii) of HAVA by 
meeting the requirements set forth in Section 301(a)(1)(B). 

Section 301(a)(2):

The requirements of Section 301(a)(2) of HAVA are met if the voting system 
conforms and complies with Sections 2.2.5.2.1 and 2.5.3.1 of the 2002 Voting System 
Standards. 

Section 301(a)(3):

Section 301(a)(3) of HAVA requires that by January 1, 2006, at least one 
voting system in each polling place be accessible to persons with disabilities such 
that the voting system allows an individual with a disability the same access and 

2
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opportunity to vote privately and independently as is afforded a non-disabled voter.  
Compliance with Section 301(a)(3) requires that the voting system is accessible to 
persons with disabilities as defined by the Americans with Disabilities Act, 
including physical, visual, and cognitive disabilities, such that the disabled 
individual can privately and independently receive instruction, make selections, 
and cast a ballot.  However, accessibility involves more than the technical features 
of the voting system.  The accessible voting system also must be used in a manner 
that is consistent with providing access for disabled voters (e.g., the accessible 
voting system must be set up for use in a space that is accessible to a disabled voter 
who uses a wheelchair). 

 
Conformance with Section 301(a)(3) is a complex matter, which must take 

into account the disability of the voter, the advancement of technology and its 
availability, and the efforts of the elections officials to make the voting process 
accessible to disabled voters in a private and independent manner.  The following 
are some factors that must be considered in determining accessibility in 
conformance with Section 301(a)(3) of HAVA: 

 
(1) Section 2.2.7 of the 2002 Voting System Standards; 
(2) Section 2.4.3.1 (a) of the 2002 Voting System Standards; 
(3) Section 3.4.9 (a-e) of the 2002 Voting System Standards; 
(4) The voting system must afford a disabled voter the ability to perform the 

same functions (e.g., receiving and reading the ballot, making selections, 
reviewing selections, changing selections, and casting the final ballot) as 
are afforded to a non-disabled voter.  These functions may be provided to 
the disabled voter through features of the voting system that are different 
than those used by non-disabled voters.  The disabled voter need not and 
in many cases cannot have an identical voting experience as a non-
disabled voter (e.g., a voter with a visual disability is afforded the same 
access to reading the ballot as a sighted voter when the ballot is read to 
the visually disabled voter using an audio component of the voting 
system). 

(5) Accessibility of the voting system to the voter includes accessibility to all 
equipment needed to cast and count ballots.  Many jurisdictions use a 
paper ballot voting system that requires the voter to submit his or her 
own ballot after casting for purposes of ballot counting.  Where such 
voting systems are in use, such jurisdictions must to the extent reasonably 
and technologically possible afford a disabled voter the same ability to 
submit his or her own ballot, in a private and independent manner, as is 
afforded a non-disabled voter.  In this example, visually disabled voters 
must be allowed to submit the ballot independently, as the disability is 
one that is capable of being accommodated, and technology and practice 
provide a means that can be used to allow the visually disabled voter to 

 3

Exhibit B Page 3



submit a ballot with the same degree of privacy and independence 
afforded to a sighted voter (e.g., a privacy sleeve). 

(6)  There may be certain disabled voters whose disabilities prevent them 
from voting independently (i.e., without assistance from a person of their 
choosing or a poll worker).  While HAVA requires voting systems to allow 
independence and privacy, it does not preclude a disabled voter from 
requesting and obtaining the assistance of another person as provided in 
Section 208 of the Voting Rights Act of 1965.   

(7) Section 301(a)(3)(B) contemplates that an accessible voting system can 
include a direct recording electronic (DRE) voting system or other voting 
system equipped for individuals with disabilities.  This advisory should 
not be read to preclude the innovation and use of accessible voting 
systems other than DREs for purposes of meeting this requirement.   

 
Section 301(a)(4):
 
 The minority language requirements of Section 301(a)(4) are met if the voting 
system complies with the minority language requirements of the Voting Rights Act 
of 1965 (contained in Section 203 as well as Section 4(f)(4)) and the implementing 
regulations found at 28 C.F.R. Part 55 and 67 F.R. 48871 (July 26, 2002).  The 
voting system must provide all information, excluding the names of the candidates, 
that would otherwise be provided by the voting system in English (whether written 
or oral) in the language(s) that the voting jurisdiction is required to provide 
materials pursuant to the Voting Rights Act of 1965 and its regulations as 
referenced above. 
 
 Section 301(a)(5):
 
 The requirements of Section 301(a)(5) are met if the voting system error rate 
does not exceed that established in Section 3.2.1 of the 2002 Voting System 
Standards. 

     

Gracia Hillman, Chair    Paul DeGregorio, Vice Chairman 

 

Ray Martinez III , Commissioner 
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April 27, 2017 
 
Marilyn Marks 
Rocky Mountain Foundation 
7035 Marching Duck Drive E504 
Charlotte, NC 28210 
 
Via email @: Marilyn@aspenoffice.com 
 
 RE:  Open Records Request to Fulton County, Georgia 
 
 
Dear Ms. Marks,  
 
I write in response to your request for records to Fulton County.  For clarity, I’ve pasted the 
substance of your request below: 
 
Rocky Mountain Foundation is requesting electronic copies of the following public records 
related to the April 18, 2017 Congressional District 6 election: 
  

1.      An electronic copy of the GEMS audit log (also referred to as system log) 
beginning April 1, and continuing through the date of your response.  

2.      An electronic copy of the AV Server log for the April 20 CD6 election.  
3.      If ballots were counted using Central Count, provide a copy of the Central Count 

server log. 
4.      An electronic copy of the GEMS poster log. 
5.      An electronic copy of the text file of cast vote records (ballot image flies) generated 

by each DRE used in the election.  
6.      An electronic copy of the system log (audit log) of each DRE used in the election.  
7.      An electronic copy of the system log (audit log) of each optical scanner used in the 

election.  
8.      An electronic copy of each iteration of interim election results uploaded into the 

Clarity Election Night Reporting application. 
9.      An electronic copy of the system log of the Clarity Election Night Reporting 

application showing all activity of uploading and edits between the dates April 15, 
2018 and the date of your response.  
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Fulton County maintains certain records which are responsive to your request.  With respect to 
items 1, 2, 4, 8, and 9 above, the estimated cost to retrieve these records is $253.5.  This amount 
represents approximately 10 hours of time at an hourly rate of $26 per hour.  This rate represents 
the lowest hourly wage of the full-time employee capable of responding.  You will not be 
charged for the first 15 minutes of time, however.  Because this amount is in excess of $25, 
response to your request will be delayed until such time as you commit to pay the estimated cost.  
In addition, once you commit to pay, we believe responsive records can be made available within 
7 business days.  In addition, please be advised that certain codes may be removed from 
production pursuant to O.C.G.A. sec. 50-18-72(a)(25)(A)(iv).  Due to the time involved in 
responding, we cannot waive the estimated fees. 
 
With respect to request 3 above, Fulton County maintains no responsive records. 
 
With respect to items 5, 6, and 7, Fulton County does not maintain records in electronic format 
as you have requested.  Therefore, responding to your request would amount to the creation of a 
report, summary, or compilation not currently in existence.  The Georgia Open Records Act does 
not require such an undertaking.  See O.C.G.A. sec. 50-18-71(j).  By way of further response, the 
manual compilation of the data you are seeking would take approximately 1000 hours to 
reproduce at a rate of $26 per hour.  Even if this task could be undertaken, due to manpower 
constraints, these records could not be available until at least August of this year. 
 
You may commit to the estimated costs simply by responding to this email indicating your intent 
to pay.  Once you do so, we will begin pulling responsive records. 
 
 
Steven Rosenberg 
Custodian of Records 
cc:  Unique Jones, Administrative Assistant 
 
P:\CAOpenRecords\Open Records File\Open Records Materials\2017 ORR\Marks election letter.docx        
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